Introduction
 
In modern organisations the ability to prioritise operational efficiency while neglecting security is becoming increasingly difficult, as the cyber threat landscape is ever evolving, small and vulnerable charities such as Bright Future must adapt to protect both their digital presence and underlying infrastructure.
Maintenance is essential to protect the data the charity relies on, particularly donor and recipient information, ensuring data remains confidential while retaining integrity and being readily available when required. Availability is important especially when fundraising efforts take place, delays in accessing data or failure of systems could directly impact the charity’s ability to generate income and to function effectively harming the ability to reach the audience that fund the donations. However more pressingly, the charity currently has a need for robust cyber security systems to protect their growing responsibilities.
Outdated systems, limited staff training and weak internal policies make Bright Future a prime target cybercriminals, opportunistic attackers and sophisticated nation state actors. 

Who would attack Bright Future? 
The most likely perpetrators.
Bright Future is most likely however to be targeted by financial motivated cybercriminals. we can deduce that cybercriminals are a likely perpetrator as they have recently fallen victim to a ransomware attack as well as a phishing attack, A fact backed by the National Crime Agency NSA Cyber threat assessment 2025 states “Ransomware conducted for financial gain remains the foremost serious organised crime cyber threat to the UK” as Cybercriminals are known to be the main proprietors of ‘serious and organised’ financially motivated crimes; we can deduce that they are the likely perpetrator in the Bright Future scenario, files were encrypted in an effort to leverage them for ransom, however fortunately to bright futures credit they had backups although this still caused them operational inefficiency by disrupting their operations for three days before backups were successful.
 
Cyber Criminals exploit low security infrastructure businesses, such as non-profit charities with sensitive high value donor information. Bright Future’s current outdated antivirus software which will not detect exploits in previous versions that are known in future versions that threat actors will routinely aim to exploit, adding to this minimal staff training significantly increases the risk of a successful breach, when it comes to the foremost entry point of phishing, training employees on phishing is an essential mitigation strategy for businesses and should be a starting point, equipping staff with the knowledge needed to recognise and prevent threats such as phishing and business email compromise attacks if staff are informed and held accountable it will thoroughly help when it comes to defending the business. 

According to the UK Government’s 2025 Cyber security breaches survey, approximately 612,000 UK businesses and 61,000 UK charities experienced cyber breaches in the past year, with 85% of these incidents attributed to phishing. 

This statistic indicates human error plays a disproportionate role in cyber-attacks and shows that lack of awareness is a primary vector for attackers to exploit, highlighting the urgent need for in-depth training programs to inform how to appropriately conduct operations within a business, with 50 staff members that’s 50 different entry points into their systems, not to mention the risk being emphasised by the 20 remote workers who have no centralised control or monitoring, uninformed and unmonitored staff are a security risk and a risk to operating costs.
Vulnerability Assessment
Vulnerabilities were assessed and prioritised using the risk matrix below. 
The highest‑scoring risks were 
Broken Access Control, Authentication Failures, and Cryptographic Failures the vulnerability assessment aims to highlight the necessary areas for immediate change.
With an Understanding of the threat actors who pose the greatest threat to bright future it’s important to examine Bright Future’s current underlying infrastructure, it’s clear there’s several critical vulnerabilities which are immediately apparent, many of these are weaknesses that directly align with the OWASP Top 10 a widely recognised framework that highlights a broad consensus on the most critical security risks to modern organisations. When utilising the framework, it's evident that the charity is exposed to operational, financial and reputational risk due to outdated systems, weak internal controls and poor security configurations.

Broken Access Control scored 25 on the risk matrix (Likelihood 5 x Impact 5), making it the most critical vulnerability for Bright Future and OWASP has it placed that the #1 spot in OWASP’s top 10 security vulnerabilities as of 2025. Broken access control leads to users being able to act outside of their intended permissions, misconfiguration of access control can commonly lead to unauthorised information disclosure, modification or even destruction of data. Bright Future are highly vulnerable to access controls being exploited due to a lack of policy and basic mitigation strategies being followed. This was rated as a critical risk, due to both its high likelihood and severe impacts.
One of their most significant issues is a lack of MFA enabled on email accounts we know this as the brief states they are ‘Hosted by a third-party provider with no MFA enabled’ this alone creates two risks, one intrinsic to the business and another extrinsic, intrinsically it weakens the organisations internal security by allowing password only access to emails that valuable contain donor communications and potentially sensitive identifying information such as employee names that can extrinsically be used to further attacks such as business email compromise attacks or phishing attacks where trusted individuals are impersonated to gain deeper access into their internal systems such as their CRM software for donor management / access to their main server (which has no encryption at rest making information highly accessible to anyone as a key is not necessary). 
In Bright Future’s case this would show a clear failure to follow proper configuration practices as they have already experienced a phishing attack that has led to unauthorised access to the donor database in the past. The complete absence of MFA lowers the barrier to entry for attackers and increases the likelihood that access controls could be bypassed through stolen or even guessed credentials as they have weak password policies, the NCSC emphasises that enabling MFA is one of the most effective defences against phishing‑based account compromise and that it’s integral to provide additional protection. 
When combined, weak password policies, the absence of centralised authentication and unmanaged personal devices used by remote workers multiple points where access control can fail although there’s multiple areas become evident that can cause access control failure, Remote staff authenticating from their unmonitored devices means that Bright Future has no assurance that the person logging in is even the intended user. As per OWASP A01, this is a textbook example of broken access control, where the charity cannot reliably enforce who should have access to what, under their conditions.
 
Additionally with a lack of network segmentation between guest access and the internal network an attacker posing as a guest could potentially access services that should not be reachable from an intended lower privilege network, this is broken access control at the network layer together these neglected and poorly implemented factors make Broken Access Control a major risk when it comes to the likelihood for exploitation and the impact it could have on the charity and is directly proportionate to what the OWASP top 10 identifies.
Security Misconfiguration scored 20 on the risk matrix (Likelihood 5 x Impact 4), which reflects the likelihood of it being exploited and the operational impact it may have. it’s another vulnerability that significantly affects Bright Future, as they have misconfigured systems, outdated operating systems, legacy software and antivirus tools that are ‘basic’ and ‘not regularly updated.’ The consequence of improperly configured software enables threat actors to exploit known vulnerabilities, Failure to implement basic security practices such as automatic updates significantly increases the charities exposure to known vulnerabilities, lacking industry standard antivirus software when processing so much highly valuable data demonstrates a poor quality of data management and the charity has suffered a data breach in the past due to a misconfigured database; Security misconfiguration is evidently a point of entry for threat actors and a proven point of failure for Bright Future it’s understandable why OWASP have it listed as the second most common security threat. When their combined lack of quality security hygiene is complemented by a lack of network segmentation between guest Wi-Fi and the internal network, and a lack of intrusion detection or prevention systems such as Suricata or Snort aswell as lack of MFA on systems, attackers have opportunities to go completely undetected. The collective failure of using dated software and missing industry software puts Bright Future at risk of more data breaches and reputational damage as they may incur fines from not following GDPR regulations. Furthermore, the absence of a formal incident response plans means that when incidents do occur, as evidenced by the three-day ransomware disruption, Bright Future has no process to report breaches within the 72-hour window which is required by the ICO under GDPR.
Another major vulnerability for Bright Future is Cryptographic failure; Cryptographic failure is the fourth most common risk according to OWASP and scored 20 on the risk matrix (Likelihood 4 x Impact 5), highlighting the severe consequences of unencrypted donor data being exposed, It is present when it comes to Bright future’s scenario due to the absence of encryption across their database. If an attacker was to gain access to the database sensitive data as a result would be readily available, due to this the charity may be exposed to GDPR violations. Under GDPR legislation organisations are required to implement “appropriate technical and organisational measures” to protect personal data and the ICO can impose penalties for a failure to secure personal identifiable information, another consequence of a breach is that donors may also lose trust in the charity as they were unable to keep their information safe and it could be misused in the future causing donors more harm than good when it comes to their good faith donations. This reputational damage could lead to reduced donations and long-term harm to the charity's credibility, additional financial damages may occur, from loss of data or corruption of data integral to fundraising finally the lack of encryption therefore significantly increases both the likelihood and impact of data exposure.
Finally, authentication failures also scored 25 on the risk matrix, showing that account compromise is both highly likely and severely damaging for Bright Future and may increase Bright Future’s exposure to accounts being compromised. Their absence of MFA across email accounts, as stated in the brief and highlighted throughout the Broken Access Control section, clearly shows the charity is left vulnerable to credential theft and phishing attacks. Without MFA, a stolen or guessed password allows a threat actor to gain full access to staff communications between donors and potentially may allow for internal systems linked through email accounts with the same passwords to be compromised, this is especially likely due to their weak password policies. 
The lack of centralised authentication is another issue. With no system designed to monitor staff, Bright Future cannot enforce password policies or monitor login attempts, Remote workers using unmonitored personal devices introduces an additional risk as the charity cannot view whether these devices are secure or used by unauthorised individuals. This combination creates an environment where attackers can easily impersonate legitimate staff members, escalate privileges, and access sensitive systems such as the CRM platform or donor database. This makes authentication failures a high‑risk vulnerability.
 
Mitigation Strategies & Conclusion
To improve their systems and security posture, Bright Future must adopt a structured approach that prioritises the vulnerabilities with the highest likelihood of being exploited as defined by OWASP as well as the overall impact they will have on the charity as per the risk matrix, they can focus on the ‘quick wins’ first such as updating their current systems to more modern versions that are of industry standard and then prioritise those which are ranked as the most severe vulnerabilities within the risk matrix.
Additionally Bright future must strengthen authentication, MFA across emails is a necessity and implementation aligns with NCSC (2024) guidance. MFA is observed to significantly reduce the success of phishing-based compromise as stated by Pawale et al(2025) which additionally concludes that MFA is “a necessary layer of security in the digital age”, alongside quality staff training the success of phishing attacks can be greatly reduced the UK Government’s 2025 Cyber security breaches survey states that 85% of all observed cyber incidents in the past year 85% were attributed to phishing with proper staff training the risk of falling for the initial phishing attack is greatly reduced and the success of the attack overall is almost entirely mitigated by MFA.
Implementing a system to enforce password policies would improve password security. I also recommend deploying Suricata as an IDS to address the lack of network monitoring, Suricata will monitor network traffic which will be beneficial to tighten security especially for remote workers who are using personal computers, however surveillance comes with ethical dilemmas, it would be best to provide remote staff with devices solely for work as to not ‘spy’ on personal activities, Additionally, a VPN should be mandatory for all remote workers to ensure that data transmitted between sites is encrypted in transit, protecting sensitive donor communications from being intercepted.
 
Bright Future should also encrypt sensitive data, following ICO encryption recommendations. Encryption should be combined with secure backups to protect against ransomware and to keep data readily available. A formal incident response plan is also necessary to ensure breaches are reported within the required 72-hour window under GDPR. Properly implementing these mitigation strategies will help uphold donor trust and maintain the operational security of Bright Future's data aswell as their operational efficiency.
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